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OBLIGATIONS OF THE EMPLOYER

DATA PROTECTION IN THE

Our Guidance Note provides detailed guidance to facilitate data protection compliance in the employment context. 

Download it from our website: www.gra.gi/data-protection/guidance

Employers must be able to demonstrate compliance with data protection law when

processing personal data, including that of employees.

An inventory should be kept of all personal data held, including:

❑ why they are holding it;

❑ how they obtained it;

❑ why it was originally gathered;

❑ how long they will retain it for;

❑ how secure is it;

❑ whether they share it with third parties, and if so, on what basis they do so.

Employers must be transparent about how they are using and safeguarding their

employees’ personal data, inside and outside the organisation.
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❑ Identifying the lawful basis that justifies any particular processing of personal data

is a fundamental step in ensuring data protection compliance.

❑ Articles 6 and 9 of the Gibraltar General Data Protection Regulation list the lawful

bases that organisations can rely on depending on the ‘category’ of personal data

concerned.

LAWFUL BASIS FOR PROCESSING PERSONAL DATA

OVERVIEW OF LEGITIMATE INTERESTS

Consent as a lawful basis may be

problematic in an employment context.

Consider whether employees are in a

position to freely give, refuse or revoke

consent in light of the dependency that

results from their employer/employee

relationship.

Specific mitigating measures must be

present to ensure a proper balance

between the legitimate interests of the

employer and the fundamental rights

and freedoms of the employee.

OVERVIEW OF CONSENT
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TRANSPARENCY REQUIREMENTS

❑ Employees have a right to know what information their employer is collecting about

them and the purposes of related processing operations, whether present or future.

❑ Employers should proactively provide employees with information when collecting and

processing their personal data, in accordance with Articles 13 and 14 of the

Gibraltar General Data Protection Regulation (the “Gibraltar GDPR”).

PRINCIPLE OF DATA MINIMISATION

❑ An employer should only process personal data that is “adequate, relevant and
limited to what is necessary in relation to the purposes for which they are processed”

in accordance with Article 5(1)(c) of the Gibraltar GDPR. Importantly:

❑ Processing activities will depend on the specified purpose(s) of processing.

❑ The position may differ between employees.

❑ Employers must be mindful of not processing excessive data about any

employee.
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IMPLEMENTING OPTIMAL SECURITY MEASURES

❑ Employers must implement appropriate technical and organisational measures to

guarantee security of employee personal data, in accordance with Articles 5(1)(f)

and 32 of the Gibraltar General Data Protection Regulation.

❑ This includes protection to prevent personal data from being accidentally or

deliberately compromised, and ensuring data remains safe from the curiosity of other

employees or third parties. Use of anonymisation and/or encryption can often assist.

Importantly, data security must be appropriate to the processing risks.  

EMPLOYERS SHOULD ALSO:

Exercise caution 

in sharing 

employee data 

with third parties

Consider if  to 

appoint a Data 

Protection 

Officer (DPO)

Implement 

privacy 

by design 

and default

Ensure adequate 

procedures for 

data breach

reporting



privacy@gra.gi

OBLIGATIONS OF THE EMPLOYER

DATA PROTECTION IN THE

Our Guidance Note provides detailed guidance to facilitate data protection compliance in the employment context. 

Download it from our website: www.gra.gi/data-protection/guidance

ACCOUNTABILITY

Employers must be able to demonstrate compliance with data protection legislation.

Useful accountability tools include documenting and effectively implementing policies

and procedures, providing adequate training, and conducting periodic audits and

reviews. Amongst other aspects, relevant documents should:

❑ Demonstrate the personal data being processed;

❑ Identify and document the purpose(s) for, and method(s) of, processing;

❑ Specify the lawful bases relied on under Article 6 (and Article 9 where

applicable) of the Gibraltar General Data Protection Regulation;

❑ Document retention periods, along with reasonable justifications;

❑ Ensure all aspects of data protection legislation are accounted for.

Establishing and maintaining a personal data inventory will enable employers to 

amend incorrect data and track third-party disclosures.
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Advertising and applications

❑ Applicants should be made fully aware of who will process their personal data.

❑ Information requested and gathered must be reasonable and proportionate to

the employer’s requirements.

Short-Listing

❑ Employers should be consistent in the way personal data is used.

❑ If an automated system is the sole basis of shortlisting, employers must inform

applicants and allow representations from them before final decision-making.

Interview notes

❑ It may not always be necessary for employers to retain personal data of

unsuccessful applicants. However, retaining interview notes for a justified

limited time period may help an employer protect itself from potential claims.

Data protection law helps strike a balance between an employer’s need for information 

and an applicant’s right to protection of their personal data. 
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Vetting

❑ Employers must be very clear as to the objectives of any vetting process and

must only pursue avenues that further these objectives.

❑ Employers should make it clear early in the recruitment process that vetting will

take place and how it will be conducted.

❑ Checks must be proportionate to risks faced by employers and be likely to

reveal data that would have a significant bearing on employment decisions.

❑ It is less intrusive to obtain relevant information from the applicant and then

verify it. This approach should be adopted wherever possible.

Vetting that consists of general intelligence-gathering should be avoided.

Suitable measures to safeguard the personal data of individuals undergoing vetting

must be implemented. These could include:

Placing limits on access Conducting targeted training for those

involved in the processing operations

Implementing logging mechanisms

to control and audit access Introducing shorter retention periods



privacy@gra.gi

RECRUITMENT AND TERMINATION

DATA PROTECTION IN THE

Our Guidance Note provides detailed guidance to facilitate data protection compliance in the employment context. 

Download it from our website: www.gra.gi/data-protection/guidance

Retention of Recruitment Records

Personal data must not be kept for longer than is necessary, in accordance with Article

5(1)(e) of the Gibraltar General Data Protection Regulation.

In setting retention periods for recruitment records employers should consider whether:

❑ Business needs are satisfied with anonymised data rather than identifiable records;

❑ All the information gathered during recruitment is relevant to the employment role;

❑ Non-relevant application forms or supplementary information from unsuccessful

applicants have been securely destroyed.

Retention and Termination of Employment

It is rarely appropriate to have a ‘one size fits all’ approach. What to keep, how to store it,

and for how long, is dependent on multiple factors. Some of these may be predetermined

by statutory obligations (e.g., employment law).

Where it is not possible to erase employee data that is no longer required, employers

should seek to anonymise said data to reduce the risk of a data protection breach.
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COLLECTING AND KEEPING GENERAL RECORDS

❑ Transparency is key!

❑ Employees should be made aware of the nature and source of personal data

stored about them, how it will be used, and who it will be disclosed to.

❑ If another lawful basis exists, employee consent is not required when seeking to

keep employment records. It is however good practice to ensure employees

understand all relevant processing activities.

SICKNESS AND INJURY

❑ Information about an employee’s health is considered ‘special category data’. This

requires additional protection.

DISCIPLINARIES, GRIEVANCES AND DISMISSALS

❑ Where processing of personal data in disciplinary and grievance proceedings is not

compatible with the original purpose(s) for collection of the data, any further

processing must be fair.

❑ Retention schedules in this regard should also be clear and documented.
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❑ Modern technology enables tracking of employees over time, across workplaces

and homes, through mobile devices. In this context, personal data processing may

become intrusive, incompatible and unjustified if it is not limited, transparent or

safeguarded accordingly.

Use of personal data to monitor staff must comply with data protection law. 

Prior to any such monitoring, employers must identify a lawful basis under Article 6 

(and Article 9 where applicable) of the Gibraltar General Data Protection Regulation.

❑ Employees must be made fully aware, and should have a clear understanding, of

any monitoring, including:

❑ when information about them is likely to be obtained,

❑ why it is being obtained,

❑ how it will be used, and

❑ who, if anyone, it will be disclosed to.

This information may be provided in a staff handbook or in a dedicated, internal,

documented policy/procedure.

EMPLOYEE MONITORING 
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BRING YOUR OWN DEVICE (“BYOD”)

❑ Effective policies are essential in protecting work-related personal data in

BYOD contexts.

❑ Devices owned by an organisation, but also used by individuals for personal

matters, should benefit from a policy that ensures individuals’ privately used

personal data may not be accessed by the organisation.

❑ Monitoring the location and traffic of such devices may serve a legitimate

interest in the protection of work-related personal data. However, this may be

unlawful where an employee's personal device is concerned, if such monitoring

also captures data relating to the employee's private and family life. To prevent

monitoring of private information, appropriate measures must be in place to

distinguish between private and business use of the device.

❑ For security purposes, employers should implement methods by which work-

related personal data on a device is securely transferred to their network e.g.,

through a VPN.

MONITORING IN THE WORKPLACE
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PROCESSING OPERATIONS RELATING TO EMPLOYEE ACTIVITY

Biometric Data

MONITORING IN THE WORKPLACE

❑ Biometrics can be useful for audit trail purposes but can also lead to an invasive

level of knowledge and control regarding employee activities in the workplace.

❑ Employers need to be very cautious about the legal requirements and risks that

may arise from biometric monitoring.

❑ Employers should consider the following prior to use of biometric data:

❑ Alternative, less intrusive, measures;

❑ Lawfulness for the processing of biometric data;

❑ The need to carry out a Data Protection Impact Assessment (“DPIA”) in

accordance with Article 35 of the Gibraltar General Data Protection

Regulation (“Gibraltar GDPR”);

❑ Compliance with other requirements of data protection law, such as Article 5

of the Gibraltar GDPR.
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PROCESSING OPERATIONS RELATING TO EMPLOYEE ACTIVITY

MONITORING IN THE WORKPLACE

Video Monitoring and Surveillance Systems (“VMSS”)

❑ VMSS may present issues for employee privacy, particularly with regards:

❑ capability to easily access VMSS data remotely (e.g., via a mobile device);

❑ reduction in camera size(s) to allow covert monitoring;

❑ increase in VMSS capabilities (e.g., high definition); and

❑ processing being performed by new video analytics, meaning it may be

possible to monitor even workers’ facial expressions by automated means.

VMSS should only be used when it is not possible to use other means that have a

lesser impact on privacy.

❑ It should be made clear to employees that VMSS are in place, including where

and why such monitoring is being carried out.

❑ Written notices should be provided directly to employees (e.g., via email) and

prominent signs must be displayed in monitoring areas, that identify the

organisation responsible for the monitoring, why it is being undertaken, and who to

contact should concerns arise.
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❑ Whilst remote working can be considered a positive development, it also

presents additional risks to the security of personal data. These risks include, for

example:

❑ loss of personal data on portable working devices;

❑ insecure Wi-Fi arrangements; and

❑ unauthorised access to work folders on unprotected mobile devices.

❑ Employees who have remote access to their employer’s infrastructure may not

be bound by physical security measures in place at the employer’s premises.

Without appropriate measures in remote working environments, the risk of

unauthorised access to personal data increases. This may result in the loss or

destruction of personal data, including that of employees or customers.

❑ Employers need to consider the same kind of security measures for

homeworking that would be used in office-based settings and must ensure

adequate levels of protection of personal data.

REMOTE WORKING
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EMPLOYEES’ RIGHTS AS INDIVIDUALS
❑ The rights of individuals under the Gibraltar General Data Protection Regulation

(“Gibraltar GDPR”) apply to future, current and former employees, as data subjects.

❑ When processing employee personal data, employers must ensure compliance with

the principles of processing as set out within Article 5 of the Gibraltar GDPR, as well

as the rights of individuals as set out in Articles 13 to 22 of the Gibraltar GDPR.

❑ Employers should also consider whether any exemptions, as set out in law, apply in

the circumstances.

For more specific guidance on the rights of individuals, please download the Information

Commissioner’s “Guidance on the Rights of Individuals Under the Gibraltar GDPR” from

the GRA’s webpage: www.gra.gi

Right to be Informed Right of Rectification

Right of Access

Right of Erasure Right to Restrict Processing

Right to Data PortabilityRight to Object

Rights related to Automated Decision-Making, including Profiling

http://www.gra.gi/

